3GPP TSG SA WG3 (Security) Meeting #88-Bis
S3-172492
9-13 October, 2017, Singapore
revision of S3-17xabc
Source:
Nokia
Title:
Discussion paper on Integrity protection of idle mobility message during Interworking

Document for:
Approval

Agenda Item:
4.2.10 - Interworking
1
Decision/action requested

Request SA3 to agree on the detailed proposals in section 4.
2
References

 [1]
3GPP TS 33.501 v020
3
Rationale

This paper is about integrity protecting TAU Request and Registration Request messages during idle mode mobility of the UE between 4G and 5G. 
3.1
UE authentication in idle mode mobility between 3G and 4G
Let’s begin by looking at how UE authentication is accomplished in idle mode mobility from 3G to 4G. 
a. Integrity protection of the TAU Request message

· When an idle-mode UE moves from 3G to 4G, it originates a TAU Request message. If the UE has a current EPS NAS security still stored internally, it’ll use it to integrity protect the TAU Request message. 

· If the MME has the indicated EPS NAS security context, it shall verify the TAU Request message. If it is successful, the UE and the MME share a current EPS NAS security context and there is no need for the target network to request a mapped context from the source network.
b. Use of P-TMSI signature to authenticate the UE

· There is also a provision for the source SGSN to verify the P-TMSI signature. This is used to authenticate the UE by verifying that the P-TMSI value provided by it in the TAU Request message is indeed the one assigned by the network to it. 

· Even though P-TMSI signature is not cryptographically linked to the TAU Request message, it still enables the source SGSN to authenticate the UE.
In summary both the source and the target networks can authenticate the UE in idle mode mobility from 3G to 4G, by verifying the information provided by the UE in the TAU Request message. 
Even when the TAU Request message is unprotected (i.e. not integrity protected), there is at least a way for the SGSN to authenticate the UE. This is the minimum authentication capability that is provided in idle mode mobility from 3G to 4G.
3.2
When target network cannot verify the message in interworking between 4G and 5G

The scenario here is that the UE has the current security context for the target network and has therefore integrity protected the message BUT the target network has deleted the security context and therefore cannot verify the message.

Let’s take an example of Idle mode mobility from 4G to 5G. 
In the scenario that’s being discussed here, the UE has the security context for both 5G and 4G. The UE therefore computes the MAC from 5G security context and sends it in the Registration Request message to the AMF. However, the receiving AMF has deleted the security context for this UE.

Without an alternate mechanism for the MME to verify the message, there is going to be a gap in the functionality compared to what’s possible today in interworking from 3G to 4G. There needs to be some way for the MME to authenticate the UE before it can generate a mapped security context for the AMF.

It is proposed that for interworking between 4G and 5G, there shall be a mechanism for Registration Request and TAU Request messages to contain two separate Message Authentication Codes (MAC) for independent verification by both the source network and the target network, when possible.
4
Detailed proposal
We make a distinction between a legacy MME and a 5G-Aware MME since some of the proposals only apply when the MME is upgraded.

Following proposals are for interworking with a 5G-Aware MME. The issue with interworking with a legacy MME is handled in a companion paper S3-172477.

For idle mode moblity from 4G to 5G:

a. Registration Request message will contain two MACs – one computed from the UE’s current 4G NAS security context (4G-MAC), and another one computed from the UE’s store of the 5G NAS security context (5G-MAC), if it has one. The message will also have the corresponding KSI values.
b. If the Registration Request message contained 5G-MAC, the AMF attempts to verify it. If the AMF can successfully verify the 5G-MAC, it means it is sharing the security context with the UE. 

· There is no need for the AMF to obtain a mapped security context from the MME. 

· The AMF uses the “UE Validated” field to indicate to the MME that the UE has already been authenticated and there is no need for it to re-authenticate the UE again. In this scenario, 4G-MAC is not sent in the Context Request message.

c. If the AMF cannot verify the 5G-MAC for whatever reason:

· The AMF forwards the complete Registration Request message along with the 4G-MAC and eKSI parameters in the Context Request message to the MME.
d. The MME will verify the 4G-MAC, and if successful, generate a mapped security context for the AMF.  

For idle mode mobility from 5G to 4G:
a. Enhance the existing TAU Request message to contain two MACs – one computed from the UE’s current 5G NAS security context, and another one computed from the UE’s store of the 4G NAS security context., if it has one. The message will also have the corresponding KSI values.
NOTE: This requires the UE to know whether it is interfacing with a legacy MME or an upgraded MME.

b. If the MME can successfully verify the 4G-MAC, it means it is sharing the security context with the UE. 

· There is no need for the MME to obtain a mapped security context from the AMF. 
· The MME uses the existing “UE Validated” field to indicate to the AMF that the UE has already been authenticated and there is no need for it to re-authenticate the UE again. In this scenario, 5G-MAC is not sent in the Context Request message. 
e. If the MME cannot verify the 4G-MAC for whatever reason:

·  The MME forwards the complete message along with the 5G-MAC and NG-KSI parameters in the Context Request message to the AMF.
· The AMF will verify the 5G-MAC, and if successful, generate a mapped security context for the MME. 
5
Conclusion

SA3 is kindly requested to agree on the following set of principles when interworking with a 5G aware MME.
Proposal 1: The Registration Request shall include the message authentication codes (MAC) for both the source and the target network. 
Proposal 2: For interworking from 5G to 4G, the UE first determines if it is interfacing with a 5G-aware MME or not.  If it is, it generates the TAU Request message that shall include the message authentication codes (MAC) for both the source and the target network (see Proposals 3 and 4 below). 

Proposal 2: The UE shall mandatorily compute the MAC for the source network and include it in the mobility managemement message.

Proposal 3: The UE shall compute and include the MAC for the target network in the mobility management message if it has the current security context for that network.

Proposal 4: The target network shall verify the integrity of the received message if the message contains MAC for the target network.

Proposal 5: The target network shall forward the received message, the source network MAC and the corresponding KSI only when it cannot successfully verify the integrity of the received mobility management message.

Proposal 6: The target network shall use the existing parameter “UE validated” to indicate to the source network in the Context Request message that it has successfully validated the UE. 
Proposal 7: The source network shall skip integrity check if “UE validated” is set to TRUE
Companion papers S3-173429 and S3-173432 propose normative text for Idle mode mobility between 5G and 4G based on the above set of principles. 
It is also proposed that an LS be sent to SA2 and CT1 updating them on the agreed set of principles and necessary action.
